
Low-complexity Data Hi
Jy

Dept. 

Email: { s1

Abstract—This paper presents two 
steganographic algorithms based on the prop
parity check methodology for gray-scale image
embed a segment of n secret bits into n+1 a
respectively. The performances of both algorith
theoretical distortion analysis. Algorithm1 
optimal toggle sequence with the least numbe
graph-based parity check model. Algorith
enhance the embedding rate and the embed
Algorithm1 by the technique of ±1 ste
theoretical distortion analyses show that bo
better than the other schemes. 

Index Terms—data hiding; tree-based 
steganography; embedding rate; embedding 

I. INTRODUCTION  
Data (or information) hiding is one kind 

techniques to embed the secret information 
such as an image. Usually, the naked eye of 
perceive any change when the image is mo
range of applications, including antico
authentication, is explored in [1]. 

In 1998, Crandall [2] first introduced t
embedding. The technique of matrix enc
syndrome coding [3]) was deeply studied
Zhang et al. utilized the available informatio
steganography” to enhance the embeddin
average number of embedded bits per mod
as E). This work was extended in [10]. 
generalized the idea of matrix embedding 
steganographic matrix H and its corr
steganographic code. 

In 2006, Zhang et al. [8] proposed a data
exploiting modification direction (EMD), in 
digit in a (2n+1)-ary notational system is c
pixels and, at most, only one pixel is increase
1. Hence, this scheme can provide high ste
but limited hiding capacity. Basically, a 
between the embedding rate (the average num
bits per pixel; denoted as R) and the stego
2010, Chang et al. [9] proposed a flexible
hiding scheme. Recently, Huang et al. [10] f

Computational complexity is also an im
data hiding while applied to real-time applic
tree structure, Li et al. [11] proposed a low
hiding scheme with tree-based parity check (
[12] proposed a majority vote strategy (
reduce the embedding distortion (the av

ding Algorithms with Graph-ba
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posed graph-based 
es. Both algorithms 
and n cover pixels, 
hms are verified by 

can generate an 
er of 1’s under the 
m 2 can further 
dding efficiency of 
eganography. The 
oth algorithms are 

parity check; ±1 
efficieiency 

of steganographic 
into a cover host, 

f the people cannot 
odified slightly. A 
ounterfeiting and 

the idea of matrix 
coding (or called 

d in [4-6]. In [5], 
on capacity of “±1 
ng efficiency (the 
dification; denoted 

Zhang et al. [7] 
and defined the 

responding linear 

a hiding scheme by 
which each secret 

carried by n cover 
ed or decreased by 
ego-image quality, 

trade off exists 
mber of embedded 

o-image quality. In 
 EMD-based data 

further improved it. 
mportant issue for 
ations. Based on a 

w-complexity data 
(TBPC). Hou et al. 
(MPC) to further 

verage number of 

embedding modifications per p
the ideas of [8] and [11], anoth
scheme, called multi-ary tree 
node representing one (2n+1)-a

In this paper, we propose a 
check (GBPC). Based on it, tw
data hiding algorithms are pres

II. GRAPH-BAS

Suppose we want to embed
n+1 cover pixels ( ଵܲ, ଶܲ,… , ௡ܲା
A. A Low-complexity least sign

scheme with R = n/n+1 

Fig. 1 For n = 4 and the embe
graph and its corresponding ma
(b) Toggle graph and its corre
toggle string (c) Stego graph
sequence and secret string 

< Algorithm 1 > 
Embedding Process： 
Step1. According to the master
generate the master string (݉ଵ,௜ܲାଵ,଴ሻmod2 for 1≦i≦n. 
Step2. Perform the bitwise exc
master string and the secret st
i.e. (ݐଵ,  ,…,௡) = (݉ଵ, ݉ଶݐ,…,ଶݐ
Step3-1. Derive the toggle seqଵܶ,଴ = 0 and ௜ܶ,଴ ൌ ሺ ௜ܶିଵ ൅ ௜ିଵݐ

ased Parity Check 

pixel; denoted as D). Combining 
er way of tree-based embedding 
coding (MTC) with each tree 

ary digit, was presented in [13]. 
new idea of graph-based parity 

wo low-complexity GBPC-based 
ented. 

SED PARITY CHECK 
d n secret bits (ݏଵ, ݏଶ, …, ݏ௡) into ାଵ), where n is even. 

nificant bit  steganographic 

 

 
edding rate R = 0.8. (a) Master 
aster sequence and master string 
esponding toggle sequence and 
h and its corresponding stego 

 

r sequence ( ଵܲ,଴, ଶܲ,଴,… , ௡ܲାଵ,଴), 
, ݉ଶ, …, ݉௡) with ݉௜ ൌ ሺ ௜ܲ,଴ ൅

clusive-or operation between the 
tring to obtain the toggle string, ݉௡) ⊕ (ݏଵ, ݏଶ,…, ݏ௡). 
quence ( ଵܶ,଴, ଶܶ,଴,… , ௡ܶାଵ,଴) with ଵሻmod2 for 2≦i≦n+1. 



Step3-2. If the number of 1’s in the toggle s
than n/2, then flip each ௜ܶ,଴ for 1≦i≦n+1. 
Step4. Perform the bitwise exclusive-or oper
master sequence and the toggle sequence to
sequence, i.e. (ܲԢଵ,଴, ܲԢଶ,଴,… , ܲԢ௡ାଵ,଴) = ( ଵܲ
⊕( ଵܶ,଴, ଶܶ,଴,… , ௡ܶାଵ,଴). 

 
Extraction Process： 
According to the stego sequence (ܲԢଵ,଴, ܲԢଶ
secret string (ݏଵ ଶݏ , ௡ݏ ,… , ) with ݏ௜ ൌ ሺܲԢ௜
for 1≦i≦n can be extracted directly. 

 
In step 1, a master graph is constructed, a

(a). The master sequence ( ଵܲ,଴, ଶܲ,଴,… , ௡ܲାଵ,
filled into the graph nodes from left to right, 
the least significant bit (LSB) of pixel ௜ܲ . 
string (݉ଵ, ݉ଶ, …, ݉௡) is generated accor
check equations of Fig. 1 (a). In step 2, G
toggle string ( ,ଵݐ ,ଶݐ …, ௡ݐ ) by perform
exclusive-or operation between the maste
secret string.  In step 3, the toggle graph is
the least number of 1’s in the 
( ଵܶ,଴ , ଶܶ,଴ ,… , ௡ܶାଵ,଴), as shown in Fig. 1 (
stego graph and its stego sequence  (ܲԢଵ,଴, ܲԢ
constructed by performing the bitwise exclu
between the master sequence and the toggle௜ܲ,଴ᇱ denotes the LSB of stego pixel ௜ܲᇱ. 
 
Example 1: Suppose a block of five pixels
with respective pixel values = {237, 232, 23
the secret binary string {ݏଵ, ,ଶݏ ,ଷݏ ସ} = {0, 1ݏ
have the least significant bit (
{ ଵܲ,଴, ଶܲ,଴, ଷܲ,଴, ସܲ,଴, ହܲ,଴} = {1, 0, 1, 0, 0}. Th
extraction processes are illustrated in Fig. 2. 
 

Fig. 2 (a) Master string = (1, 1, 1,0) (b) The
toggle graph with the least number of 1’s in 
for toggle string = (1, 0, 0, 0) (c) Stego gra
just flipping  the LSB of pixel P1. Secret strin
 
Thoerem II.1: Algorithm 1 generates an
sequence with the least number of 1’s unde
Parity Check model. 
Proof：  

 

sequence is greater 

ration between the 
o obtain the stego ଵ,଴, ଶܲ,଴,… , ௡ܲାଵ,଴) 

ଶ,଴,… , ܲԢ௡ାଵ,଴), the ,଴ ൅ ܲԢ௜ାଵ,଴ሻmod2 

as shown in Fig. 1 ଴) are sequentially 
where ௜ܲ ,଴denotes 
Then, the master 

ding to the parity 
GBPC derives the 
ming the bitwise 
er string and the 
s constructed with 
toggle sequence 

(b). In step 4, the Ԣଶ,଴,… , ܲԢ௡ାଵ,଴) are 
usive-or operation 
e sequence, where 

s { ଵܲ, ଶܲ, ଷܲ, ସܲ, ହܲ} 
33, 236, 234} and 
, 1, 0}. Hence, we 

(LSB) sequence 
he embedding and 

 
e construction of a 
the LSB sequence 

aph is obtained by 
ng = (0, 1, 1,0). 

n optimal toggle 
r the Graph-based 

Assume the toggle sequence 
optimal. Then, there will ex
( ଵܶ,଴ᇱ , ଶܶ,଴ᇱ , …, ୬ܶାଵ,଴ᇱ ) with ∑௡ା௜ୀଵ
 ܶԢ௜,଴ ൅ ܶԢ௜ାଵ,଴ = ௜ܶ ,଴ ൅ ௜ܶାଵ,଴ ൌ
Consider the following two cas
Case I:  ܶԢଵ,଴ ൌ ଵܶ,଴ 
Then, by ሺ1ሻ, ܶԢ௜,଴ ൌ ௜ܶ,଴  for 
=∑ ௜ܶ,଴௡ାଵ௜ୀଵ , which contradicts th
Case II:  ܶԢଵ,଴ ് ଵܶ,଴ 
Then, by (1), ܶԢ௜,଴ ് ௜ܶ,଴for 2
mod 2. Therefore, ∑ tԢ୧୬ାଵ୧ୀଵ  = ∑∑ t୧୬ାଵ୧ୀଵ  ＞ ∑ t୧୬ାଵ୧ୀଵ . This also co
By case I and case II, the theor
 
From the proof of Theorem
corollary. 
 
Corollary II.1: In GBPC, ther
associated with a toggle strin
better one through the operation
 
Definition II.1: For a stegan
adopts the technique of LSB 
the algorithm is perfect if it sa
m is the number of cover pix
string bits, and w is the maximu

 
Obviously, if the algorithm

is optimal in terms of the least 
 
Lemma II.1: Suppose the prob
with the value of 1 or 0 is
probability of each master stri
of each toggle string bit with t
to 1/2.  
Proof: Assume the probabilit
string bit 1 is p, where 0≦p
toggle string bit with the valu
equal to p/2+(1-p)/2 and (1-p)
1/2.
 
Theorem II.2: Algorithm1 i

efficiency is equal to ݊2௡/ ∑ ೙ మ௜ୀ
Proof: The first part can be eaሺܽ ൅ ܾሻ௡  = ∑ ቀ݊݅ቁ ܽ௡ି௜ ܾ௜௡௜ୀ଴∑ ቀ݊ ൅ 1݅ ቁ ೙ మ௜ୀ଴ . By Lemma II.1

modified LSBs is equal to ∑
average distortion D = ME

efficiency E = R/D = n/ ME =  

embedding rate R= n/n+1. 

( ଵܶ,଴ ,  ଶܶ,଴ ,…,  ௡ܶାଵ,଴ ) is not 
xist a better toggle sequence ܶԢ௜,଴ାଵଵ  < ∑ ௜ܶ,଴௡ାଵ௜ୀଵ  and  ൌ  ௜ for 1≦ i ≦n.  (1)ݐ
ses: 

2 ≦ i ≦ n, hence ∑ ܶԢ௜,଴௡ାଵ௜ୀଵ  
he assumption.  

≦i≦n, hence ܶԢ௜,଴ = ( ௜ܶ,଴ ൅ 1) ∑  ሾሺt୧ ൅ 1ሻmod2ሿ୬ାଵ୧ୀଵ  = (n+1) - 
ontradicts the assumption. 
em is proved.   

m II.1, we have the following 

re exists two toggle sequences 
ng and algorithm 1 can get the 
n of flipping. 

nographic algorithm that only 
replacement. Then we say that 

atisfies 2௦= 1+∑ ቀ݉݅ቁ௪௜ୀଵ , where 
xels, s is the number of secret 
um number of modified pixels. 

m is perfect, then the algorithm 
number of modified pixels. 

bability of each secret string bit 
s equal to 1/2. Whatever the 
ng bit 1 or 0 is, the probability 

the value of 1 or 0 will be equal 

y of the occurrence of master 
≦1. Then, the probabilities of 
ue of 1 and 0 are respectively 
)/2+p/2, which are all equal to 

 

s perfect and its embedding ݅ ቀ݊ ൅ 1݅ ቁଵ . 
asily proved by binomial series 
. That is, we have 2n = 

, the expected number (ME) of ∑ ݅ ቀ݊ ൅ 1݅ ቁ / ೙ మ௜ୀଵ 2௡ . Hence, the 

E /(n+1) and the embedding ݊2௡/ ∑ ݅ ቀ݊ ൅ 1݅ ቁ ೙ మ௜ୀଵ , where the 

 



Suppose we want to embed n+1 sec
) ௡ାଵ) into n+1 cover pixelsݏ ,… ଵܲ , ଶܲ ,… , ܲ
even. 

B. A low-complexity ± 2 steganographic sch

Fig. 3 For n = 4 and the embedding rate R
graph and its corresponding master sequence
(b) Toggle graph and its corresponding tog
toggle string (c) Stego graph and its cor
sequence and secret string 
 
< Algorithm 2 > 
Embedding Process： 
Step1. According to the master graph, we ge
string (݉ଵ, ݉ଶ, …, ݉௡) with ݉ଵ ൌ ሺ ଵܲ,଴ ൅
and ݉௜ ൌ ሺ ௜ܲ,଴ ൅ ௜ܲାଵ,଴ ൅ ௜ܲିଵ,ଵ ൅ ௜ܲ,ଵሻmod2
Step2. Perform the bitwise exclusive-or oper
master and secret strings to obtain the t
,ଵݐ) …,ଶݏ ,ଵݏ) ⊕ ௡) = (݉ଵ, ݉ଶ,…, ݉௡)ݐ,…,ଶݐ
Step3. Initially, set ௜ܶ,ଵ ൌ 0 for 1≦i≦n+1
the toggle graph through the following three 

Step3-1. ଵܶ,଴ ൌ 0, ଶܶ,଴ ൌ ଵݐ and ௜ܶିଶ,ଵ ൅ ௜ܶିଵ,ଵ ൅ +௜ିଵሻ mod 2 for 3≦i≦nݐ 
we just need to calculate ௜ܶ,଴ ൌ ൫ ௜ܶିଵ,଴ ൅
≦i≦n+1. 
Step3-2. If the number of 1’s in the sequen݅ أ ݊ ൅ 1, is greater than n/2, then flip each
Step3-3. For i = 1 to n { if ௜ܶ,଴ = 1 and ܶ௜ܶ,ଵ = 1 and ௜ܶାଵ,଴ = 0}//I.e. The value of p
need to be modified. 

Step4. Let ݉௡ାଵ ൌ ሺ ଵܲ,ଵ ൅ ଶܲ,ଵ ൅ ڮ ൅ሺs୬ାଵ ൌ ݉௡ାଵ  and ሺ ଵܶ,ଵ ൅ ଶܶ,ଵ ൅ ڮ ൅ ௡ܶ,ଵሺs୬ାଵ ് ݉௡ାଵ and ሺ ଵܶ,ଵ ൅ ଶܶ,ଵ ൅ ڮ ൅ ௡ܶ,ଵሻm
if ௡ܶାଵ,଴ ൌ 1  then just set ௡ܶାଵ,ଵ = 1 // 
increased or decreased by 1. 

 

cret bits ( ଵݏ , ଶݏ  , ௡ܲାଵ), where n is 

heme with R = 1 

 
R = 1. (a) Master 
e and master string 
ggle sequence and 
rresponding stego 

enerate the master ଶܲ,଴ ൅ ଵܲ,ଵሻmod2 2 for 2≦i≦n. 
ration between the 
toggle string, i.e. 
 .(௡ݏ ,

1. Then, construct 
sub-steps: ௜ܶ,଴ ൌ ൫ ௜ܶିଵ,଴ ൅
+1, but in this step ݐ௜ିଵ൯ mod 2 for 3

nce ௜ܶ,଴, where 1 أ
h bit ௜ܶ,଴. ௜ܶାଵ,଴ = 1, then set 
pixel Pi+1 does not 

௡ܲାଵ,ଵሻmod2  If ଵሻmod 2 ൌ 1ሻ  or mod 2 ൌ 0ሻ { 
I.e. pixel ௡ܲାଵ is 

else if there exists at least on
randomly choose one and resto
more one pixel needs to be mod
else set ௡ܶାଵ,ଵ = 1 //I.e. pixel
decreased by 2.} 
Step5. The stego graph can be
following loop operation. 
For i = 1 to n+1 { if ௜ܶ,଴ = 1
decrease the value of pixel Pi b
first and second least signific
simultaneously just by increasi
by 1.  
 
Extraction Process： 
According to the stego graph, 
with ݏଵ ൌ ሺܲԢଵ,଴ ൅ ܲԢଶ,଴ ൅ ܲԢܲԢ௜ାଵ,଴ ൅ ܲԢ௜ିଵ,ଵ ൅ ܲԢ௜,ଵሻmod2PԢଶ,ଵ＋…＋PԢ୬,ଵ＋PԢ୬ାଵ,ଵ)mod 
//Note that in algorithm 2, 
denote the second least signif
pixel ௜ܲ  and stego pixel ௜ܲᇱ. 
 

Fig. 4 (a) Master string = (1, 1
toggle graph with the least em
string = (0, 1, 0, 0) (c) Stego g
LSBs of pixel P1 and P2. The 
0). 
 
Example 2: Suppose a block 
with respective pixel values = 
the secret binary string {ݏଵ, ݏ
Hence, we have the LSB sequ

{1, 0, 1, 0, 0} and the SLSB se
= {0, 0, 0, 0, 1}. The embeddi
illustrated in Fig. 4. Note: s5 = 

ne ௜ܶ,ଵ ൌ 1 for 1 أ ݅ أ ݊ , then 
ore  ௜ܶ,ଵ ൌ 0 and ௜ܶାଵ,଴ = 1 //I.e. 
dified. 
l ௡ܲାଵ needs to be increased or 

e obtained after performing the 

1 and ௜ܶ,ଵ = 1, then increase or 
by 1; else just flip ௜ܲ,଴ }// I.e. the 
cant bits of Pi will be flipped 
ing or decreasing the value of Pi 

the secret string (ݏଵ, ݏଶ, …, ݏ௡) Ԣଵ,ଵሻmod2  and ݏ௜ ൌ ሺܲԢ௜,଴ ൅
 for 2≦i≦n and sହ＝(PԢଵ,ଵ＋
2 can be extracted directly. 
where ௜ܲ,ଵ and ௜ܲ,ଵᇱ respectively 
ficant bits (SLSBs) of original 

 
, 1, 0) (b) The construction of a 
mbedding distortion for toggle 

graph is obtained by flipping the 
first four secret bits = (1, 0, 1, 

of five pixels { ଵܲ, ଶܲ, ଷܲ, ସܲ, ହܲ} 
{237, 232, 233, 236, 234} and ݏଶ, ,ଷݏ ,ସݏ ହݏ } = {1, 0, 1, 0, 1}. 

uence { ଵܲ,଴, ଶܲ,଴, ଷܲ,଴, ସܲ,଴, ହܲ,଴} = 

quence { ଵܲ,ଵ, ଶܲ,ଵ, ଷܲ,ଵ, ସܲ,ଵ, ହܲ,ଵ} 
ing and extraction processes are 
(0+0+0+0+1) = 1. 



III. ANALYSIS AND COMPAR

A. Time Complexity 
Theorem III.1: Both of the time complexitie
algorithm 1 and algorithm 2 are linear. 
Proof: (Embedding) Step 1, step 2, step 
respectively need n, n, n+1, and n+1operatio
at most 2n+2 operations. Hence the total nu
operations is equal to 6n+4. (Extraction)
operations. Similar proof is omitted here for 

 
Table I. Performance Comparison between GB

 
For the time complexity of MPC algor

Since there are (Nh+1-1)/(N-1) nodes in the t
2 needs (Nh+1-1)/(N-1) operations. Since
consists of (1+N+N2) subtrees,  so step 3 nee
(1+N+N2)  operations.  

Therefore, for the GBPC and MPC algo
complexities spent in constructing the tog
respectively equal to (n+1)+(2n+2) and (Nh+

(1+N+N2). For n =12 and (h=3, N = 13, the
bits is equal to 2197), the complexities are 
to equal to 39 and 7504 (both algorithm
embedding rate R = 0.9231). Since 2197/
183.08×39  ≈ 7140 <  7504. Hence, the com
is lower than that of MPC. Notice that the co
will become much higher when N is even. 
 

B. PSNR and  Efficiency 
 

The embedding efficiencies of algorithm 
can be calculated by Theorem II.2. Althoug
efficiency of algorithm 2 is not presented 
formula, it still can be easily obtained from
shown in in Table II, by feeding the a
different toggle strings. 
 

 

RSION 

es respectively for 

3-1, and step 4 
ons. Step 3-2 needs 
umber of required 
) it just needs n 
algorithm 2.   

PC and MPC [12] 

 

rithm with h = 3. 
oggle tree, so step 

e the toggle tree 
eds at most  (2N+2) 

orithms, the time-
ggle sequence are 
1-1)/(N-1)+ (2N+2) 

e number of secret 
respectively equal 

ms have the same 
/12 ≈ 183.08 and 
mplexity of GBPC 
omplexity of MPC 

1 listed in Table I 
gh the embedding 
in a closed-form 

m algorithm 2, as 
algorithm with 2n 

The theoretical analysis 
efficiencies are higher than tho

Table II. Performance Comparis

IV. CO

It’s easy to check that Algorith
binary linear stego-code. Further
algorithms can be easily implem
circuit fo real- time applications. 
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