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Abstract—This paper presents a novel modification of integer
arithmetic code, which performs compression and encryption at
the same time. It is quite different from the randomized
arithmetic code (RAC), the interval splitting arithmetic code
(ISAC), and the secure arithmetic code (SAC). In security, we
apply the Pseudo-Random Bit Generator (PRBG) and the Secure
Hash Algorithm (SHA-256) to construct the key vector. Each bit
of the key vector known to both the encoder and decoder is used
to determine whether the source intervals respectively allocated to
each of the different symbols are needed to be adjusted prior to
encoding each new symbol. Experimental results indicate that
our proposed code does not compromise the coding efficiency.
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L.

The demand in joint compression and encryption is
growing more conspicuous with the development in
multimedia applications, such as digital rights management [1].

INTRODUCTION

There are three approaches to achieve both compression
and encryption. First, the simplest approach is to use a
traditional entropy code for compressing, and then the
compressed multimedia data is totally encrypted by a
traditional cryptographic algorithm such as the Data
Encryption Standard (DES) [2] or the Advanced Encryption
Standard (AES) [3]. This approach is poorly suited to real-time
multimedia applications since its computational complexity is
extremely high. Second, the computational complexity can be
reduced significantly by the selective encryption approaches
[4-5] since they only encrypt the important portion of the
multimedia data. Third, the entropy code, such as the Huffman
code or the arithmetic code, is modified to possess the
functionality of encryption. In this paper, we focus on the third
approach.

In Huffman coding, Wu and Kuo [6-8] proposed a multiple
Huffman table (MHT) scheme that alternately uses the multiple
statistical models in a secret order. The advantage of this kind
of scheme is to offer a certain level of security and an
uninfluenced coding efficiency simultaneously. Unfortunately,
MHT method is just secure against ciphertext-only attack, and
is vulnerable to know-plaintext attack and chosen- plaintext
attack [9].
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In arithmetic coding (AC) [11-12], Grangetto et al. [13]
presented a RAC based on randomly swapping of two intervals
during the process of binary AC and it was utilized to encrypt
the JPEG2000 coded images [10]. According to a secret key,
Kim ef al. [14-15] presented a binary ISAC to offer the security
by splitting the interval of each symbol. Jakimoski et al. [16]
analyzed that the key-based interval splitting AC is vulnerable
to known-plaintext attack and pointed out that the randomized
arithmetic coding is not as secure as the authors claimed. Kim
et al. [17] provided a SAC which applies two permutations to
the input symbol sequence and the output symbol sequence for
increasing the security. However, Zhou et al. [18-20] and Sun
et al. [21] independently proved that it is still not secure under
the chosen-plaintext attack and known-plaintext attack.
Unfortunately, the splitting AC will compromise the coding
efficiency. It was shown in the Table 1 of [15] or in the Table
VI of [17]. This motivates us to design a new secure arithmetic
code without influencing the coding efficiency.

In this paper, we provide a novel scheme to adjust the sizes
of intervals associated with the chosen symbols, which are
determined by a secret key. Our proposed technique can offer a
high degree of security and does not compromise the coding
efficiency. The paper is organized as follows. Section II briefly
introduces the integer AC. Our proposed scheme is presented
in Section III. The evaluation of the security and the coding
efficiency is discussed in Section IV. Finally, some concluding
remarks are made in Section V.

II.  ARITHMETIC CODING BASED ON INTEGER

IMPLEMENTATION

For a source with a sequence of symbols (x;, x,...,xy),
where x,€ 4, 1< n < N and #is the set of ASCII symbols. The
principle of AC is to recursively partition a source interval [L,
U) into non-overlapped subintervals according to the source
symbol probabilities. The initial source interval is set to the
unit interval [0, 1) of real numbers. Once a new symbol is
encoded, one of those subintervals is selected as the new
source interval according to the value of this new symbol. If
this new symbol is the last symbol, the new source interval is
the code interval, which is the interval a tag (any real number
in the interval) will reside. The binary representation in finite
length of this tag is the arithmetic code of the symbol
sequence. For sources with highly skewed source symbol
probabilities and for sources with longer sequence length,



subintervals may become too small to be accurately handled
by a finite-precision computer. The problem is solved by the
technique, called incremental encoding [22]. In addition, by
using this technique, the binary bits associated with the tag can
be generated sequentially without waiting until the entire
sequence has been observed.

Instead of float-point implementation to AC, integer
implementation is widely adopted since it can decrease the
computational cost of AC without inducing significant
compression loss. The resulting code is called integer
arithmetic code. The initial source interval [L”,U"] is equal
to [0, W-1] of integers, where W = 27, p is the size of
arithmetic code corresponding to a single symbol. Similar to
float-point AC, the source interval [L™”, U™ "] is divided and
the new source interval [L™,U™] is updated as follows:

{L(") = LD 4+ (™D — LD 4 D Fy(x, — 1))
UM = [0 4 |0®D — LD 4 1)Fy(x,)| — 1,

which is determined by the current symbol x, to be encoded,
where x, denotes the nth observed symbol, x,-1 denotes the
symbol preceding x, in the alphabet A, L™ and L™
respectively denotes lower limit of (n-/)-th and n-th source
interval, U™ and U™ respectively denotes upper limit of (n-
1)-th and n-th source interval, and the Fix(x,) is the cumulative
probability obtained by summing up the probability of 1%
symbol to that of x, in the alphabet £ There is one major
problem that the values of L™ and U™ become closer
and closer together as n gets larger and subintervals obtained
by the equation (1) will not be non-overlapped. To avoid this
situation, renormalization is required by doubling the size of
the source interval through the following three mappings.

(1

® E,;: If the current source interval [L, U] lies entirely in the
lower half of [0, W-1], i.e. [0, W/2-1], then emitting a bit O
and Scale3 bits 1, and linearly expanding [L, U] to [2L,
2U+1]. Scale3 is reset to 0, where the variable Scale3 is
used to count the number of E; mappings.

® E,: If the current source interval [L, U] lies entirely in the
upper half of [0, W-1], i.e. [W/2, W-1], then emitting a bit 1
and Scale3 bits 0, and linearly expanding [L, U] to [2L-W,
2U-W +1]. Scale3 is reset to 0.

® FE;: If the current source interval [L, U] lies entirely in the
interval [W/4, 3W/4-1], then linearly expanding [L, U] to
[2L-W72, 2U-W/2 +1] and increasing the value of Scale3
by 1.

III. THE PROPOSED SECURE ARITHMETIC CODING
ALGORITHM

In this section, we design a modified integer arithmetic
code which owns the capabilities of compression and
encryption simultaneously. We first point out the motivation of
our design and then introduce the secure arithmetic code in
details.

A. Motivation

Suppose we have a source that generates a symbol from the
alphabet # = {A, B, C} with the probability model p(A) = 0.5,
p(B) = 0.3, and p(C) = 0.2. The entropy for this source is
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E=-0.510g,0.5 - 0.310g,0.3 - 0.210g,0.2 = 1.485475. 2)

For integer AC with p = 4. By using equation (1), where x,;
=A, B, or C, and if x, = C then x, -1 denotes B; Fy(A—1) =
0,Fx(A) = 0.5, Fx(B) = 0.8, and Fx(C) = 1. The initial
source interval [0, 15] will be partitioned into three
subintervals [0, 7], [8, 11], and [12, 15], which are the source
intervals respectively associated with the symbols 4, B, and C.
Hence, the actual entropy is equal to

E,=-0.5log, (8/16) - 0.3log, (4/16) - 0.2log, (4/16) = 1.5. (3)

Equation (3) means that the compression loss (or the
redundancy) caused by integer AC is equal to Ej-E bits per
symbol.

Now, if we increase the size of the source interval
associated with the symbol with largest probability by one and
decrease the size of the source interval associated with the
symbol with smallest probability by one, then the actual
entropy is equal to

E, =-0.5log, (9/16)-0.3log, (4/16)-0.2log, (3/16)
=1.498045, 4)
which is less than E;

Equation (4) means that the alternative partition can have
compression gain while compared to the normal partition in
integer AC.

Based on this idea, the diagram of the proposed secure AC
algorithm is shown in Fig. 1.

Key Scheduler

Pseudo-
Random Bit
—>
1 Generator

SHA-256

Initially, Gatelis v

on, Gate2 is off. Symbol sequence Bit
Later, Gatel is off, (xpxzn--;)([\[) —>| Modified AC ﬁ)uence
Gate2is on.

Figure 1. The diagram of our proposed scheme.

B. Key Scheduler
The operation of the key scheduler is described as follows:

Step 1) The Pseudo-Random Bit Generator (PRBG) [23]
outputs a pseudo-random bit sequence K, which is
the secret key of our system.

Step 2) Feed the Secure Hash Algorithm (SHA-256)
module with the secret key K and obtain the 1* bit
sequence of length 256 denoted as H;.

Step 3) The output bit sequence H;and the input message
M; of SHA-256 module are concatenated as the next
input message. That is, M; = K||H||H>||..||H.1 and



H;= SHA-256(M;), where 1< i < T and H, denotes
an empty bit string.

Step 4) Repeat Step 3 for T times until the size of the bit
sequence Hi||H,||...||Hr (denoted as KV¥) is not less
than N. KVis used as the key vector for the secure
AC.

C. Encooder

Initially, let source interval be equal to [0, W-1].
Fori=1:N-1

{
Divide the source interval as the traditional integer AC
does.
If KV[i] = 1, Then

{

Increase the size of the source interval associated with
the symbol with the largest probability by one.
Choose the source interval which satisfies the following
two conditions: 1) its size is greater than 1, 2) the
probability of the corresponding symbol is smallest, then
decrease the size by one.

}

/I KVTi] denotes the i-th bit of the key vector KV.

Encode the observed symbol x;.

Update the source interval according to the current symbol
encoded.

TABLE I. EIGHT DIFFERENT ADJUSTMENT POLICIES USED IN AC

Key bits Description

000 The size of each of the source intervals is unchanged

The size of the source interval associated with the symbol with

001 the highest occurring frequency is increased by one

011 The size of the source interval associated with the symbol with
the second highest occurring frequency is increased by one

010 The size of the source interval associated with the symbol with
the third highest occurring frequency is increased by one

The size of each of the source intervals respectively associated
with the symbols with the highest and the second highest
occurring frequency is increased by one

110

The size of each of the source intervals respectively associated
with the symbol with the second highest and the third highest
occurring frequency is increased by one

111

The size of each of the source intervals respectively associated
with the symbols with the highest and the third highest
occurring frequency is increased by one

101

The size of each of the source intervals respectively associated
with the symbols with the top three highest occurring
frequencies is increased by one

100

The proposed encoding algorithm can be easily extended
to the version that the size of each of two or more source
intervals is increased by one. Table I shows that three key bits
are required at a time to determine the adjustment policy for
each of the source intervals once a symbol to be encoded. Fig.
2 gives two examples. In Fig. 2 (a), the size of the interval
associated with the symbol 4 is increased by one, whereas the
size of the interval associated with the symbol EOF is
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decreased by one. Other interval size is unchanged. The
positions of all of the intervals are altered slightly. In Fig. 2
(b), the size of each of the intervals respectively associated
with the symbol 4 and the symbol C is increased by one,
whereas the size of the interval associated with the symbol
EOF is decreased by two. Other interval size is unchanged.
The positions of all of the intervals are altered slightly.

D. Decoder

In the decoder, once the secret key K is known, the key
vector KV can be generated successfully. Then, the symbol
sequence can be decoded correctly just by mimicking the
encoder algorithm.

Traditional AC

A B C EOF
Modified AC % '\ ¥ NV
A B C EOF
(a) Key bits = 001
Traditional AC
A B C EOF
i A i A A A A A ] 1 'l L 1 L A A ]
Modified AC % %y o L !
E
A B 1 IC] - g J

(b) Key bits = 101
Figure 2. Alternative ways to adjust the size of each of the
source intervals.

IV. EVALUATIONS

In this section, we first show the experimental results
respectively obtained by the traditional integer AC and the
modified integer AC, then discuss the security of our proposed
scheme under the three known attacks.

A. Coding Efficiency

The proposed algorithm has been tested on various source
benchmarks taken from the Canterbury Corpus file set
(available at http://corpus.canterbury.ac.nz). These
benchmarks were designed specifically for testing new
compression algorithms.

Table II shows that our proposed scheme does not
compromise the coding efficiency. In worst case, the
compression ratio of our proposed scheme is equal to that of
the traditional one.

B. Cryptanalysis
We evaluate the security of our proposed scheme under the

ciphertext-only attack, the known-plaintext attack, and the
chosen-plaintext attack.

1) Ciphertext-only attack
The ciphertext-only attack is the most common attack. An
attacker can break the encryption scheme according to the
encrypted bit stream. Assume the length of the input symbol
sequence is equal to N. The complexity of breaking the key



space is 2/**N. Apparently, in this situation, if the input symbol
sequence is sufficiently long, it is hard for the attacker to
break the correct key.

2) Known-plaintext attack
In this attack model, the attacker tries to find the secret
information such as the secret keys from the plaintext and its
corresponding ciphertext. In order to avoid that the whole
input symbol sequence is encrypted by repeatedly using one
short key vector, we apply the SHA-256 hashing algorithm to
generate the key vector sequence H,, H,,...,Hr, all of them are
different.
3) Chosen-plaintext attack
In the chosen-plaintext attack, the attacker feeds several
selected symbol sequences to the encoder, and obtains the
corresponding ciphertexts. However, it is still difficult for the
attacker to correctly find out those chosen symbols of which
the corresponding source intervals are adjusted in our proposed
scheme. The failure of this attack is due to the fact that the
chosen policy for the source intervals every time is not static.

TABLE II. CODING EFFICIENCY

File Name File Size (Bytes)
Original File Traditional AC Modified AC
alice29.txt 152089 86852 86850
asyoulik.txt 125179 75242 75241
cp.html 24603 16087 16087
fields.c 11150 6984 6984
grammar.lsp 3721 2159 2159
kennedy.xls 1029744 460040 460029
Icet10.txt 426754 249097 249093
out 777 299 299
plrabn12.txt 481861 273002 273000
ptts 513216 77965 77964
sum 38240 25481 25481
xargs. 1 4227 2593 2593
V.  CONCLUSIONS

Through the adjustment of the size of source interval, a
secure integer arithmetic code is presented. The proposed code
owns the capabilities of compression and encryption
simultaneously. In addition, the coding efficiency is not
affected. In the future, we will study on the key scheduler to
further enhance the security.
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