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8 5.1 Perfect Secret Sharing Schemes

— Let A'be the master key space and 8, be the share space for participant i. The
information rate p of the secret sharing scheme is defined as p = min, log,| 4]/ log,|S].

— A secret sharing scheme 1s ideal if p=1.

— The minimal access structure I'y={4A e I'' A’ ¢ Aforall4" e I' — {4}}.

— The maximal prohibited structure A, ={B € A:Bz B’ forall B e I' — {B}}.
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~* Def:
* Graph G=(V, E)

— E={e,e,,...,e s and e, = {u,v} whereu,ve V,1<i<¢

 Hypergraph H= (V, E)
— E={E,E,, ... Ep} and |E| 22, 1 <i<|E]
— r-uniform Hypergraph:
e VIE| =7, 1<i<|E|

(c) Spring 2023, Justie Su-Tzu Juan Pe 3



)? § 5.1 Perfect Secret Sharing Schemes

“+ Related works:

» Perfect SSS for graph-based prohibited structure (Type II)
— SS scheme(1997)
e Sun, Shieh
— Sun’s scheme (1999)

Perfect SSS for general access structure
— Tochikubo’s scheme (2004) (Type I)
— TUM scheme (2005) (Type II)

e Tochikubo, Uyematsu, Matsumoto
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¢ r-uniform hypergraph-based prohibited structure

— r-uniform hypergraph H = (V, E)
* V(H)=Pand |P|=n
e A={A:AcPand |4|<r—-1} U E(H)
eI'={4:AcPand |4|>2r+1} U {4: A ¢ E(H) and |4| =r}

YTTYT 1 e I B fe WA YA Wal\

= Weng and Juan P= {P19P29P3’ Pas Ps» p6}
— Weng and Juan , — {A: Ac P and |[A| <2} U E(H)

- Weng’ Juan an¢ = {9, {P1}9 {Pz}a {P3}a {P4}9 {Ps}a {Ps}a P Pz}a P P3}a 2P P4} s {Pvl’s}a {Pvl’ﬁ}a {Pza
DP3}s AP35 Pas P25 Psts AP35 PSs AP35 Pats AP35 Psts AP35 Py P> Psts P 4s Pe)s \Pss D)
P15 P25 P3}s P15 Pas Puts P15 P3s Pats P25 P3s Pats P3Py Pst )

I'={d:Ac Pand |A| 2 4} U {{p15 Pys Ps}s 1P1s Py P} siP15 P3s Pshs P15 P3s Pet> 1P1s Py
Ps3s P15 Pas Pess AP 1> Ps> PgYs AP35 D3> Psts P> P3s Pels \Pas P> Psys P2 Pys Pets P2 Pso
pﬁ}a {p39 p49 pﬁ}s {p39 p59 p6}9 {p49 p59 Pﬁ}}



o F-uniform hypergraph-based prohibited structure

i )) 8 5.1 Perfect Secret Sharing Schemes

Sun-Shieh Sun Tochikubo TUM
(1997) (1999) (2004) (2005)
extend r-HP1 r-HP2 I-TUM
3-1 4-1 6-2
VD r-VDHP1 r-VDHP2 VDT VDTUM
3-2 4-2 5-2
M r-MHP1 r-MHP2 MT MITUM
3-3 4-3 5-3 6-3
VDM r-VDMHP1 | ~-VDMHP2 VDMT VDMITUM
3-4 4-4 5-4 6-4
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8 5.2 Hypergraph-based SSS for General
Access Structures

"« Hypergraph
— r-uniform hypergraph
e r=2: graph
e r>2
— (7, r,)-uniform hypergraph
— (7, 7y, r3)-uniform hypergraph
— General hypergraph
 Hypergraph-based Access structure
—I'={AcP:.ScAforany S € A}
— A=2P\T={4cP:SgAforall S € Ay}.
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3 § 5.2 Hypergraph-based SSS for General
" Access Structures

* Hypergraph H = (V, E)
— r-Uniform Hypergraph
— (ry, r,)-Uniform Hypergraph

— General Hypergraph
| P 1.
0
o
3-Uniform Hypergraph (2, 3)-Uniform Hypergraph General Hypergraph
Source: Wikipedia



3 8 5.2 Hypergraph-based SSS for General
 Access Structures

e 7-HA Scheme (2007)
Structures

 (ry, ry)-HA Scheme (2007)
Access Structures

Based Access dlructures

e (G-HA Scheme
- G-VDHA Scheme

— G-MHA Scheme
— G-VDMHA Scheme
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) 8 5.2 Hypergraph-based SSS for General
" Access Structures

* r-HA Scheme - Idea
e 3-Uniform Hypergraph
- K=(K,, Ky)) e Zx Z, g B R D )
— — 2+ Kx+K 1,2,3y- Ya,2) R )
Jyp(X) ‘f(ztx n +11;C et tYa,3 th(r,®rs)
Ay A

+ + h(r;®r
— h : a one-way hash function Ya,3) 19713

%)

Sa, 2,3t Va,n T h(r,® r3)
h( © )

1,23t Va,n T h(r, @ r,)

Lt A a8 ) '




) 8§ 5.2 Hypergraph-based SSS for General
" Access Structures

S,

5,

ry

ry

Si2.57 Vo 5T h(r, D1y

Si2. 9tV s Th, ©ry)

S atVa g Thr, ©r)

Sia5tVy st h@,Dry)

S,

Ss

Fy

Fy

Fs
S{Lz Vg T h(r, @ r,)

S{l 1 st Vg g F h(r,®r)

S{1 st Vg 3 t+h(r, ©ry)

S{1 antVy 5T h(r, @ ry)

S{114 Vg g T h(r,®r)

S{l 2,57 Ya, Th(r© 1) ty, 5T h(r,@r) tyq 5+ h(r,©rs)
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8 5.2 Hypergraph-based SSS for General
Access Structures

o f) =k + L ke + K x +K, (mod g)
= Y1250 eie1) =ﬂ§ik nT)

F
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3 8 5.2 Hypergraph-based SSS for General
 Access Structures

(1, r,)-HA Scheme — Idea
- (2, 4)-HA Scheme
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8 5.2 Hypergraph-based SSS for General
Access Structures

(r r,)-HA Scheme NP,
- (2, 4)-HA Scheme
S{1234} Ya,2.3 T h(r @ r,®ry) - - Ps
tYe,3,49Th,®r;Or) : Ps
'

"')’(1,3,4)'*"’(”16D ry®@r,)
tVa,2,49Thr©rdOr

Sa,2,3,4TVazy T h(r @ r,)

S, 23,4 Vary T h(r® 1)

S S

0 0

126 Va2nThr @ r) 1Su2671 V26 ThI 1)

15
2561V asnTh(r, @ 1) (S sentVasethr, @ rs)




8 5.2 Hypergraph-based SSS for General
Access Structures

- (2, 3, 4)-HA Scheme - = ’
S{i; 34,57 Ya,3,4 7 h(r,®r; ®r,) ‘
! tVa,3,5 T h(r O r;©rs) ' ’

t V1,45 T h(r; D ri®rs)
t V3,45 T h(r; D r @ rs)

0
Spas6tVoasth
S{1,2,6,7}+J’(1,2,7)+h S{1,2,6,7}+y (1,2,6)+h
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8 5.2 Hypergraph-based SSS for General
Access Structures

G HA Scheme — Idea
(7}, 7y ..., ¥,)-HA Scheme
(2,3, 4, 5) HA Scheme

P Pi

s \; >

Ds

Ds

=n
| Vl (c) Spring 2023, Justie Su-Tzu Juan
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e E 5.2 Hypergraph-based SSS for General
So. | Access Structures

c f)=k_x'+ ... +thx?+ Kx +K; (mod q)
% y(il,lz,...,lr_l) _ﬂ;lk(n,)r_k_l)
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8 5.2 Hypergraph-based SSS for General
Access Structures

e G-VDHA Scheme
Publish:

g, gk, gk, ghmod p, goi-2.3
g, grz,gh(rl), gh(rz) mod p g : generator

To Check p,:

— Calculate

g1 = (g2 (gk1)"' (g%0) (mod p),
where x=1 -3+ 3.

~ Check 007512709 = (g1:9)(g2:5)(gh (), i

— Check g =(g)~.
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Access Structures

| ? 8§ 5.2 Hypergraph-based SSS for General

G-MHA Scheme
Publish:

random numbers R over Z,

y(l,z) T S{1,2,3} T h(F(rl’ R)G_)F(rz: R)) T F(R(l,g,): R)
y(1,3) i S{1,2,3} ™ h(F(rl’ R)) T F(R(l,s)’ R)

y(2,3) T S{1,2,3} T h(F(rz’ R)) T F(R(z,s): R)

« If {p;, ps, p3} Want to reconstruct the K:
— Py FRysy R, F(ry, R);
— D2 F(R 5, R), F(ry, R);

(c) Spring 2023, Justie Su-Tzu Juan
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8 5.2 Hypergraph-based SSS for General
Access Structures

 G-VDMHA Scheme

Publish:
random numbers R over Z . ¢

Yoo T ME(r, R) ® F(ry, R)) + F(R ), R)
Yoz T h(F(r, R)) + F(R(1,3)’ R)
Yoyt h(E(r, R)) + F(R(2,3)’ R)

Ko K1 ok

8.8 g g, gmh,gr=n, g,
GHEC, ROF(s ) ghtF(r, ), ghtF(rs B)
Calculate , 1
gy = (g (g"h) (g") (mod p), where x =1 - n’+3.
Check

ya, 3)+h(F(7”1; R))+F(R(1,3):,R) = (1, 3) h(F(r,, R)) F(R(1,3): R)
g g g &

Check g7 B = (g)Ft ),
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) 8 5.2 Hypergraph-based SSS for General

d = the minimum degree of G;

| Access Structures

e Performance

m;= {A: Ael’, |A| = r;};
m = Z ?):lmi )

¢;= max, rold[ -7

G-HA scheme Tsai et al.’s scheme | Wang’s scheme
(2007) (1999) (2004)
Information rate 2/(d+1) 1 1
multiple operation | ™ * 7, =2, dixm, X m; 2 5 (di+2)
addition operation | mx7, =2 ,d;xm; | ( 0
power operation 0 2n +1 n
hash function 2 54, 0 0
exclusive-or 2 5, 4%, = 1) m, 0
inverse 0 0 n+m
Gaussian elimination | 0 0 1
#Pseudo-man (r,—r)/0 0 0
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8 5.2 Hypergraph-based SSS for General

Access Structures d = the minimum degree of G;
m,= {A: A€l |A| = r;};
m = o
* Performance | | ¢;= max, pold| -7
TUM Scheme* (2005) G-HA scheme

the number of public share 0 D> 2 (myxc,)
space complexity cm (r.-1)=0(mr,) r.—1=0(r,)
multiple operation Z © (m, x ’?2) — O(mraf) m X ’”a? — O(mraf)
addition operation > 2 (m,xr?)=0(mr.) mxr.=0(mr>)
exclusive-or operation 0 mr, (r,—1)= O(mr?)
hash function 0 (r,—1)xm = O(mr ) -

* The hypergraph is proper.



) 8§ 5.2 Hypergraph-based SSS for General
" Access Structures

“+ Modifilication:
- K=(K,, Ky)) e Zx Z,
fx)=k x1+ ... +kx*>+ Kx+K, (mod q)

e — (Kr’ iy Kza Klf KO) € [Zq]l’
S () =Kx+ . +Kox? + Kix +K, (mod g)

Non-perfect !
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