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}) Symmetric Cryptosystem

= Symmetric Cryptosystem ($4£:% %45 4 st
« Mode of Operation for Block Cipher (% 5. & en1 iT3%)
— ECB (Electronic Codebook Mode) (& + %75 #)
— CBC (Cipher Block Chaining Mode) (% # 5.i %)
— PCBC (Propagating Cipher-Block Chaining) (3 -v % 78 B.if &)
— CFB (Cipher Feedback Mode) (% =~ v 4&)
— OFB (Output Feedback Mode) (ﬁ] A v 4R)
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Symmetric Cryptosystem

CB (Electronic Codebook Mode) (7 + %/ )

Plaintext Plaintext Plaintext
[TTTTTTT] (ITTTITIT AL LT
v . ' \J \j '
Block Cipher ‘ Block Cipher Block Cipher
Key —=  Encryption Key —=| Encryption Key ——=  Encryption
v v v
[TTTTT] 5 [
Ciphertext Ciphertext Ciphertext

— Drawback : same Plaintext get the same Ciphertext:
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Symmetric Cryptosystem

BC (Cipher Block Chaining Mode) (% % ¥.i# 1)
— IV: Initialization Vector (A2 45w &)

Plaintext Plaintext
[ | [ ] ]
Initialization Vector (IV)
LTTTT1 > 4 -]
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Block Cipher Block Cipher
Key —= | Encryption Key —=| Encryption Key
\J \J
0 N LIITTTIT11
Ciphertext Ciphertext
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PCBC (Propagating Cipher-Block Chaining) (3 -t 3 /5 ¥.:& &)

Plaintext Plaintext Plaintext
LT [ [TT]1]1 HEEEEE
Initialization Vector (IV) 1 1
LI TTTT] = b -t b e,
L ' L ' r
Block Cipher Block Cipher Block Cipher
Key —=| Encrypticn Key —= | Encryption Key —=| Encrypticn
r ' '
[TTTTTT] [IITTTITI [T TTTT]
Ciphertext Ciphertext Ciphertext

Propagating Cipher Block Chaining (PCBC) mode encryption

- d Loadmaster (David R. Tribble) - derived from File:Cbc encryption.png, = 5 4f 3,
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FB (Cipher Feedback Mode) (% < w &)

Initialization Vector {IV)
[ | [ 11

l 1

Block Cipher Block Cipher Block Cipher
Key —=| Encryption Key —= | Encryption Key —=| Encryption
Plaintext - Plaintext _
[(TTTTTTT]—=ep o~ [ITIITT]—=ep Plaintext i
v
LI T T IT] LLLTTTL]] LI T T ]
Ciphertext Ciphertext Ciphertext

Cipher Feedback (CFB) mode encryption
« & Gwenda - English Wikipedia, < 5 4 3#, https://commons.wikimedia.org/w/index.php?curid=1165191
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Symmetric Cryptosystem

OFB (Output Feedback Mode) ( ] 3w 4R)

Initialization Vector (I1V)
CITTTTIT]

l l |

Block Cipher Block Cipher Block Cipher
Key ——= |  Encryption Key —= |  Encryption Key —=  Encryption
Plaintext Plaintext Plaintext
HEEEEEEE s e r IIIIIII—hi:i_.- ||||||||—Il'-':.i:]
LITITT PPl HEEEEER [ 11 [ 1
Ciphertext Ciphertext Ciphertext

Qutput Feedback (OFB) mode encryption
« d Gwenda - English Wikipedia, = 5 4g 3, https://commons.wikimedia.org/w/index.php?curid=1165209
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« DES: 1970, Horst Feistel (Lucifer, for IBM): using 56 bits key to encrypt
64 bits plaintext.—> Triple-DES (before 2030).
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Symmetric Cryptosystem

riple-DES (TDES, 3DES)

P C
— (b) K, #K, =K, E-D-E Ky K, Ks

P C
— (0) K, =Ky #K,, E-D-E Ky K, Ky

P C
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)) Digital Signhature

*"Digital Signature (# = % % ):
— Authentication
— Integrity
— Non-repudiation

» Def: A digital signature scheme is a triple of probabilistic polynomial time algorithms,
(G, S, V), satisfying:
— G (key-generator) generates a public key (pk), and a corresponding private key (sk).
— S (signing) returns a tag (t), on the inputs: the private key (sk), and a string (x).

— V (verifying) outputs accepted or rejected on the inputs: the public key (pk), a string
(x), and a tag (t).
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Digital Signhature

Digital Signature (# = % % ):
=4 i)
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https://commons.wikimedia.org/w/index.php?curid=1
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Digital Signhature

g _ (1) Find big prime p and a generator g
IGamal Signature Scheme: (1985)  (2) choose x < [1, p - 1] and comp. y = g* mod p

(3) Public{p, g, v}

(4) X

(5) Pick randomk € Z,
s.t.ged(k,p-1)=1.
(6) Comp. r = g<mod p.
(7) Comp. s s.t. N|
m = xr + ks mod (p—1). | (&) mii(r,s)

(9) Check g™ =? y'rs mod p
- If equal, accept the signature (valid)
- If not equal, reject the signature (invalid)
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Digital Signhature

Digital Signature Algorithm (DSA) : from DSS, SHA and Elgamal (1996)
(1) Find big prime p e (2t-1, 2Y, 64|tand t € [512, 1024].
(2) Find primeq,s.t.glp—1, q € (219, 2160),

(3) Findg=hP-Yamodp > 1, commonly h =2 is used.

(4) Choose x € [1,g-1] and comp.y =g*mod p

(5) Public{p,q,g,y}

(4)

(5) Pick random k € Z, - {0}.
(6) Comp. r = (g< mod p) mod q. J
(7) Comp. s = k-1[h(m) +xr] mod g. | (8) m||(r, s) (9) Comp. a=s1mod q
B=[(g*"™)(y*) mod p] mod g
(10) Check g =?r
- If equal, accept the signature (valid)

- If not equal, reject the signature (invalid)
(c) Spring 2023, Judtie Su-Tzu Juan 14
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| )) Hash Function

« Hash Function (#27% 3 %) any function that can be used to map data of arbitrary
size to fixed-size values. The output is the digest (3t & 4% & ) of the input.

— Message Digest Algorithm (MD5): (Rivest, 1992) - MD6 (2009,2011)

* Input: any length; output: 128 bits (16 bytes) A B C
+ d Matt_Crypto (talk) (Uploads) - original illustration for Wikipedia, created in Dia., = 5 47 3, N A
<« F /ﬁ ]

 Advantage: v

— MD5("The quick brown fox jumps over the lazy dog") = 9e107d9d372!
— MD5("The quick brown fox jumps over the lazy dog.") = e4d909¢290d

 Disadvantage:
—1996: MD5 is proven weak and can be cracked (Dobll [

—2011: an informational RFC 6151 was approved to uf
considerations in MD5 and HMAC-MD5. W

N
\ 4
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}) Hash Function

s

o Input: any length; output: 160 bits (20 bytes)

« CC BY-SA 2.5, https://commons.wikimedia.org/w/index.php?curid=1446602

« 2005: Effective Attack Method Discovered.
« 2020: Collision attacks are already practical.
It Is not recommended to use it anymore.
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— Secure Hash Algorithm (SHA): (NIST, 1993(SHA-0), 1995-2010(SHA-1))
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Hash Function

—3 SeCU re HaSh Algorithm (S HA). COmparISOI‘l Of SHA funCtlonS (https://en.wikipedia.org/wiki/Secure_Hash_Algorithms)

s . Sect:mtty Performance on
ecHEiby el Skylake (median
against length cpb)“]
Output Internal | Block collision extension
Algorithm and size state size = size attacks attacks Long First
variant (bits) (bits) (bits) Rounds Operations (bits) (bits) messages 8 bytes | published
MD5 (as reference) 128 128 512 4 And, Xor, Or, <18 4.99 55.00 1992
(4 x 32) (16 operations Rot, (collisions 0
in each round) | Add (mod 2°2) | found)!?!
SHA-0 160 160 512 80 And, Xor, Or, <34 ‘ = SHA-1 = SHA-1 1993
(5x32) Rot, (collisions
Add (mod 2%2) | found) | 5
SHA-1 <63 3.47 52.00 1995
(collisions
found)!
SHA-2 | SHA-224 224 256 512 64 And, Xor, Or, - 35 7.62 84.50 2004
SHA-256 256 (8 x 32) Rot, Shr, 7.63 85.25 2001
2 128 0
Add (mod 2°¢)
SHA-384 384 512 1024 80 And, Xor, Or, 192 128 (= 384) 5.12 135.75 2001
SHA-512 512 (8x64) Rot, Shr, 256 ol4] 5.06 135.50 2001
Add (mod 254)
SHA-512/224 224 112 288 =~ SHA-384 | = SHA-384 2012
SHA-512/256 256 128 256
SHA-3 | SHA3-224 224 1600 1152 24151 And, Xor, Rot, 112 448 8.12 154.25 2015
SHA3-256 256 (5x5x64) 1088 Not 128 512 8.59 155.50
SHA3-384 384 832 192 768 11.06 164.00
SHA3-512 512 576 256 1024 15.88 164.00
SHAKE128 | d (arbitrary) 1344 min(d/2, 128) 256 7.08 155.25 18
SHAKE256 | d (arbitrary) 1088 min(d/2, 256) 512 8.59 155.50




) \:) Hash Function

. Message Authentication Code (3% & #2485 ): a short piece of information used

for authenticating a message. SENDER ECEIVER
MESSAGE MESSAGE
MAC | MESSAGE | MAC

Key (K)— Algorithm Key (K) — Algorithm

WAE]->=2)>+ AT

v
MAC: If the same MAC is found: then

Message Authentication Code F:tee;ietisggscllie?iumentlc nd

Else: something is not right.

« o Twisp, based on diagram by w:User:Smilerpt - & vector image ¢ * Inkscapeg] i ., => 3 4f &,

https://commons.wikimedia.org/w/index.php?curid=3410890
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)’ Hash Function

for authenticating a message.

« Message Authentication Code (3t 5 #F=2_#5): a short piece of information used

— Hash-based Message Authentication Code (HMAC): (keyed-hash message

authentication code)
=, m: (from RFC 2104) By Gdrooid - Own work, CCO, https://con

HMAC(K, m) = H((K’ @ opad) || H(K’ @
where H is a cryptographic hash function.
m is the message to be authenticated.
K is the secret key.
K’ =H(K)||00...0, if K is larger than block
|| denotes concatenation.
@ denotes bitwise exclusive or (XOR).
opad is the block-sized outer padding, con
ipad is the block-sized inner padding, cons

(c) Spring 2023, Justie St

| _pad | [xor ~ [ETOIPEdT | xoR
key pad [ okeypad |
64 bytes 64 bytes
<= 64 bytes <= 64 bytes :
\ i key pad | message |
_ SHAL - 1st pass
_ JSHAl - 2nd pass

64 bytes

20 bytes
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)’ Secret Sharing Scheme

- (t, n)-threshold access structure
22>t participants in any qualified subset

t+General access structure
= Access structure T monotone increasing property
£+Prohibited structure A monotone decreasing property

T= @868 .69
J[K @EF

6::8)84 8 <2811« 2

£rminimal access structure I’

=

@3-2

(

Q})

0 G
al
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« Dealer
 Participants

_P={P, P, ...

, P}

. Distribution Algorithm
. Reconstruction Algorithm
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)) Secret Sharing Scheme

« Shamir’s (t, n)-threshold Secret Sharing Scheme: 1979 (Perfect Secrecy)

— Distribution Algorithm
« f(x) =K +ax+ax*t...+a_x*(mod q)
 Send K; = f(x;) to P;; x; Is the ID of P,.

— Reconstruction Algorithm
« Collect t pairs of (x;, f(x;)) to recover f(x)
 Using Lagrange Interpolation Formula:

FO) = Zica FO) Mz jui T

X—Xj

mod p

Xi x

. Get K = f(0)

(c) Spring 2023, Justie Su-Tzu Juan 25



Secret Sharing Scheme

hamir’s (t, n)-threshold Secret Sharing Scheme: 1979
Ex: K=13, (t,n) =(3,5),p =17, f(x) =13 + 10x + 2x? (mod 17), and IDi = i:
— Distribution:
e K, =1(1)=8; K, =1(2) =7; K; =1(3) = 10; K, = f(4) = 0; K¢ = f(5) = 11.
— Reconstruction:
* Collect 3 pairs of (i, K;), for example, (1, K,), (3, K3), (5, K;) to recover f(x) as

_ (x—3(x-5) (x—1)(x-5) (x—1)(x—3)
f(x) =18 (1-3)(1=5) +1O(3_1)(3_5) + 11 (5_1)(5_3)] mod 17

=[8-8H(x?—-8x+15)+10-(—4H(x?—-6x+5)+11-(8)(x?* —4x +3)] mod 17
=[8-15- (x> —-8x+15)+10-4-(x?—6x+5)+11-15-(x*> —4x +3)] mod 17
=[x?—8x+ 15+ 6(x%>—6x+5) + 12(x? — 4x + 3)] mod 17

=[2x% + 10x + 13] mod 17

« K=1(0)=13 (c) Spring 2023, Justie Su-Tzu Juan 26



| )) Secret Sharing Scheme

'« Harn’s Generalized Secret Sharing Scheme: 1994 (based on Shamir’s SSS)
— Distribution Algorithm
Input: prime p, K (<p), ' ={A;, Ay, ..., A, where A;={P;;, Pis, ..., Pip b Pije P
1. Randomly select r; < p for P; with ID;.
2. Forany A;: using Lagrange’s formula to form f.(x) by (ID;, r;) forall j € A,
calculate V,, = K —1,.(0) mod p
3. Send r; to P;; Public {V, | A; e T'}.
— Reconstruction Algorithm
Input: (ID;, r;) for all j € A;forsome A; e T’
1. Using Lagrange Interpolation Formula to get f,.(x)
2. Get K=V, +1,.(0) mod p

(c) Spring 2023, Justie Su-Tzu Juan 27



il ? Public-Key Cryptosystem - RSA

" rdgramming Homework #2: (4/18) Implement Harm’s Generalized Secret Sharing
Scheme.

1.p>10°

2. Using your student’s ID as IDI
3. |A| may =11

4,.10°<K <p

28



