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Introduction

ryptography : From the Greek for “hidden word” (Kryptds 10gos)

— A war over 3000 years: “Cryptography” (% 7% &) vs. “Cryptanalysis” (#L. % &)

Plaintext

Encrypt (E)

__ Ciphertext___

(P)

C = E(P)

Decrypt (D) —

(C)

P = D(E(P))
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P = E(C)

Plaintext

(P)



Transposition Cipher (&% %55 ¢)
« 50 C.B.C. : Scytale (#7% £ % #51%)
- EX: The plaintext = “I am hurt very badly help”.

From: https://en.wikipedia.org/wiki/Scytale#/media/File:Skytale.png

<< S H
conrw
Cew<s
TCia e
Coeae

The ciphertext = “lryyatbhmvaehedlurlp”.
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Rail-fence Cipher (# 5 275 :%) TR
- Ex: The plaintext = “WE ARE DISCOVERED. RUN AT ONCE ” W|th 6

"rails":
Weoonnn.. Vo ooeenn. 0
B O.E..on... T.N 24+x=6+5(y—-1),0<x<6=>»23=5y—-x
AL, C...R..... A...C =2 y=5x=2
...R...S..... E...N..... E
----E]-DI ------- DP-{U ------- Xx 26 =6+ 5(y—1) = y =5 => first, last = 3, others =5

The ciphertext = “WVO EOETN ACRAC RSENE EIDU DR”,
or: “WVOEOETNACRACRSENEEIDUXDRX”,
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Substitution Cipher (

« 41 C, B.C. : Ancient
replaced with another le

e 1th C. B.C. : Caesar
- Ex: Key = D: [N

D E |

The plaintext =
The ciphertext =

* Mixed alphabet or de

- EX: keyword “math".

et letters. Each letter iIs

T i)

[ TIUlVIWX]Y[Z

WXY Z ABUZC

CHU”.

A Caesar Wheel EE

MATHBU CDETFGI JKLNOPQQRSUVWXY/Z



)) Substitution Cipher

! ]
: ]
> ' |

s

* A mono-alphabetic cipher (¥ - 3 ~ &~ 215
;%= ) uses fixed substitution over the entire
message, whereas a poly-alphabetic cipher ( % M2
A V3 AR R R gg 2 ) uses a number of -

substitutions at different positions in the

message, where a unit from the plaintext is
mapped to one of several possibilities in the
ciphertext and vice versa. -

« 9t Century: Arab Al-Kindi (c. 801-873,

also known as “Alkindus” In Europe) - { T s l m

Frequency AnaIySiS (.}};E ;"3'%( Ao\ *)fr jﬁl’: ). a hlc d e flg h i j kIl mnopqgrs tuwvwxy zZ

Letter

014 -

&=
=
o

0.06 4 B —

Relative frequency
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N

) Substitution Cipher

W

« Add Null : can be used in real world!

Deliberately misspell some words

Codeword Substitution Cipher ( 7§ & ~ % #5/%) : too complicated.
« Nomenclator Cipher (¢ & % 7% %)

- Ex: How Cryptology Killed Mary Queen of Scots. 5 oot o s, 4o

pgrstuxy'z
of \worCfooIgnll FTvImiAECTEY

Nulles $f.—.—.d. Dowbleth &

and for with that if but where as of the from by
2 3 4 F 43 P AMB X o

(In 1587, the cryptanalyst won.)

so not when there this in wich is what say me my wyrt

X H KB L xsp MY OM e

send Ife receave bearer I pray you Mte your name myne

'S T TlrFr=HR F S5
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http://5010.mathed.usu.edu/Fall2014/KKing/sigmary.html

Substitution Cipher

igénere Cipher (235 & f % 45/2) : Poly-alphabetic substitution cipher

- EX: The plaintext = “’You should sleep early”.
ey = Now: HEDEOEEENNENENN OGN0 GNNTDE
G H I KL MN O u v W
B B CDEF G HI J K M N OP QR S T UV WXY Z A
Cc ¢ DEF GHII J KL N OP QRS T UWVWXY Z A B
N NOP QRS TUVWXY Z ABI CDUEVFGHI J KL M
u v wXyY Z ABICUDUEUZFGH1T J KL MN

o
o
O
o)
2y
w
~

wWwXY 2Z ABCDZEFGHI J KL MNUOPQWRSTUV

Z 2 A B CDUEF GHI J KL MNUOWPQRSTUVWXY

The ciphertext = “LCQ FVKHZZ FZARD ANFHL”.
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, )) Substitution Cipher

. 19th Century : Kasiski Test (= #7 % jp|:8)
- Ex:
1. After analyzing the ciphertext, it is found that "AB", "PQR", and "UVWX" are
repeated several times, and the distances between them are 21, 7, and 28, respectively.
2. Then it can be judged that the length of the key Is about 7 (GCD of them).

3. Collect the ciphertext every seven letters, and partition the ciphertext into seven
segments.

4. Use Frequency Analysis for each segment.
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_e } Substitution Cipher

substitution cipher.
- EX: The plaintext = “CRYPTOGRAPHY
IS VERY INTERESTING”.

The ciphertext = “48 40 52 29 49 95
3942 09 29 65 52 83 76 89 45 77
5288 716979801486 759391
50”.

(c) Spring 2023, Jus!
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| ) Substitution Cipher

In WW2 : One-time Pad Cipher (B =x &£ 42 * 215:%) ' |Key| = |plaintext|
- Perfect Security / Theoretical Security

- Ex: The plaintext = “MEET ME OUTSIDE”. BDUFGHWEIUFGWDL

NN EEREEIEEEIE | <NFNDKLANLKIRE

Numerical P 4 4 19 12 4 20 19 18 8 POWQIRINMAHJWOC
OTP B DUFGHMWTE I uF 6 w |IEMBRIWODSNGKDA
Numerical OTP 1 3 20 5 6 7 22 4 8 20 5 6 22 | KEWPCWIDCNFLPQX
9
J

Numerical C 13 7 24 24 18 11 10 24 1 12 13 0
Ciphertext(C) N H Y Y S L K Y B M N

Page 1

The ciphertext = “NHYYSLKYBMNIJA”.
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w )) Contemporary Cryptography

Contemporary Cryptography (i1~ %75 §)

1977 : Data Encryption Standard, DES (7 #4c % #% 2 ) © Horst Feistel,
NBS (NIST).

1976 -
1978 -

2000

1984 :

Public-key Cryptography : Diffie and Hellman

RSA : Rivist, Shamir and Adleman

: Advance Encryption Standard, AES (F7+c % %) : Rijndael
Quantum Cryptography (£ =+ % #5) : Stephen Weisner
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)) Steganography

"» Physical

- Secret Inks

- Hide (in the area of stamp, on the slave‘s head, ...)
- Morse code

- Null cipher (7 % #5)

- EX: “News Eight Weather: Tonight increasing snow. Unexpected precipitation
smothers eastern towns. Be extremely cautious and use snowtires especially
heading east. The[highway is not]knowingly slippery. Highway evacuation is
suspected. Police report emergency situations in downtown ending near Tuesday.”

Message: “Newt Is upset because he thinks he is President”.
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- Null cipher (7 % #5)

- EXx: A Puzzle for Inspector N

(Source: “The Silent World
Nicholas Quinn”, by Colin

()

Steganography

Dear George, 3rd March
Dear George, 3rd March  |)ryour
rkage.
Greetings to all at Oxford. Many thanks for your | .. dy
letter and for the Summer examination package. y
All Entry Forms and Fees Forms should be ready |,
for final dispatch to the Syndicate by Friday room
20th or at the very least, I'm told, by the 21st. or three
Admin has improved here, though there’s room e
for improvement still; just give us all two or three troy
more years and we’ll really show you! Please
don’t let these wretched 16+ proposals destroy ly,
your basic O and A pattern. Certainly this
sort of change, if implemented immediately,
would bring chaos.
Sincerely yours, 14




| )’ Steganography

* Digital
- Text, Sound, Picture, Media, or Printed (hide the ciphertext).

Information Hiding : Covert Channels (*Z & 5% i ¢ ), Steganography ("B
##%), Anonymity (% & 4), Copyright Marking (3= 1 1%

« Watermarking (% i=i3--k &) vs. Steganography

 Visual Cryptography (4% % #%) vs. Steganography
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| }) Steganography

~« HW!1: In one of Dorothy Sayers’ mysteries, Lord Peter is confronted with the following
mMesSage.

I thought to see the fairies in the fields, but I saw only the evil elephants with their black
backs. Woel how that sight awed mel The elves danced all around and about while I heard
voices calling clearly. Ah! how I tried to see--throw off the ugly cloud--but no blind eye of a
mortal was permitted to spy them. So then came minstrels, having gold trumpets, harps and
drums. These played very loudly beside me, breaking that spell. So the dream vanished,
whereat I thanked Heaven. I shed many tears before the thin moon rose up, frail and faint as
a sickle of straw. Now though the Enchanter gnash his teeth vainly, yet shall he return as the
spring returns. Oh, wretched man! Hell gapes, Erebus now lies open. The mouths of Death wait

on thy end.

He also discovers the key to the message, which is a sequence of integers:
787656543432112343456567878878765654
3432112343456567878878765654433211234
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N

) Steganography

W

« HWI.:
(a) Decrypt the message. [Hint: What is the largest integer value?]
(b) If the algorithm is known but not the key, how secure is the scheme?
(c) If the key Is known but not the algorithm, how secure is the scheme?
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)) Goals of Cryptography

C(jNFIDENTIALITY (F&7% 14) (or SECRECY, or PRIVACY)
— Keep information secret

AUTHENTICATION (#=_%)
— Recelver can verify who sender was

INTEGRITY (= & |4)
— Detect modified messages

NON-REPUDIATION (# ¥ % 334)

— Sender cannot later falsely deny sending a message. (Receiver cannot falsely deny
receiving it.)
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) Cryptography Systems

_ryptography Systems (% /5 % 3t)

Ciphertext

Plaintext—,

Encrypt (E) ©)

\ 4

(M)

Decrypt (D)

. Plaintext

C =E(M)

M = Dy,(E(1(M))

M = E»(C)

(M)

— When k; =k, : Symmetric Key Cryptosystem (¥ £ 4& % #5 & %t) ~ One-key
Cryptosystem (¥ - £ 4% % 75 % 5t) ~ Private Key Cryptosystem (F4% £ 4& % 75 & 5L
) ~ Conventional cryptosystem (i& v i 78 & 3t)

— When k; =k, : Asymmetric Cryptosystem (-¥+ - % 78 i 5t) ~ Two Key
Cryptosystem (& £ 4 % 75 % 5¢) ~ Public Key Distribution System (2~ B £ 4 4 fie
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N

‘ ’ Types of Attacks

« Ciphertext-Only Attack (% < 72 # ;) !

——» E |— Cknown

« Known-Plaintext Attack (& = < st 2)

-

——+| E |— Cknown

e Chosen-Text Attack (:£ # ~ sz &%)
— Chosen-Plaintext Attack M chosen —» E |— C generated
— Chosen-Ciphertext Attack

«

|

generated D |«— Cchosen
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| ’ Symmetric Key Cryptosystem

"‘Symmetric Key Cryptosystem:

Plaintext—, Encrypt (E)

Ciphertext

(M)

k

Secure Channel

C=E/(M)

« Advantage: Secrecy, Authentication, Integrity

« Disadvantage: 1. Need secure channel

Decrypt (D)

. Plaintext

M =E(C)

2. Too many keys required (n(n — 1)/2, for n participants.)

3. No “Non-repudiation”
(c) Spring 2023, Justie Su-Tzu Juan
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)) Symmetric Key Cryptosystem

Asymmetric Cryptosystem (1976, Diffie and Hellman):

Ciphertext
Plaintext—, Encrypt (E) C= Ekl(M): Decrypt (D) . Plaintext
(M) M = E,(C)
Public k1

« Advantage: Secrecy, Integrity, Non-repudiation, Only one key for each participant.
* If Commutative (D,,(E,;(M)) =M = E,,(D,,(M))): Non-repudiation (Digital Signature,
i ET)
« Disadvantage: Calculations are complex and time-consuming
(RSA takes 1000 times longer than DES)
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"By Shannon, 1949.

» Theoretical Security or Perfect Security (32 #% % 2):
— One-Time Pad
— Stream Cryptography (not really)

» Practical Security or Computational Security (g % % 2):
« Work Characteristic W(n) > 1030
« Historical Work Characteristic W, (n) > 100
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